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About
ANU 12S

I2S is the world’s leading social science research institute working to transform
the relationship between major projects and communities.

Home of the Next Generation Engagement program.

Based in the Australian National University Crawford School of Public Policy.

Our aims:

inform improved community engagement
address cumulative impacts of major infrastructure projects
support improved social risk management

shape public policy for societal benefit.

I12S works in direct partnership with industry, government, civil society and
communities.






WHEN
YOU LEAVE

THIS
SESSION,
YOU WILL:

BETTER UNDERSTAND DISINFORMATION:

e WHATISIT?

e WHY DOES IT MATTER?

e HOW ISIT AFFECTING IMPACT ASSESSMENT?

BE BETTER ABLE TO IDENTIFY DISINFORMATION:
e WHAT’'S THE NARRATIVE?

e  WHY HAS THIS GAINED TRACTION?

e WHAT’'S PROMPTED IT NOW?

BE FAMILIAR WITH THREE PHASES OF RESPONSE:

* ANTICIPATORY: BUILD YOUR FOUNDATIONS
 ACTIVE: RESPONDING IN REAL TIME

e RECOVERY: HOW TO RECOVER AND BUILD RESILIENCE



"Information integrity is the mother of all battles.

Win this, and we can win the rest. Lose this, and we

lose everything."

~Nobel Peace Laureate Maria Ressa. United Nations General Assembly, September 2025




GLOBAL
RISK
REPORT

We are living in an age of increasingly complex
and interconnected global risks, and we are not
sufficiently prepared

Mis- and Disinformation
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Politically-motivated creators seek to Economically-motivated creators

mobilise a target audience towards a produce content for financial gain. Profit
particular view or (in)action, often with is often generated through

polarising effects. In a highly advertisements included in the
interconnected world, this can originate disinformation source (e.g., website,
from geographies far beyond the city blog, online media). Here, click-bait is
limits, yet have significant local used to generate online traffic and
consequences. increase advertising revenue.

Disinformation: Main Drivers




Isolation Distrust

Inequity Grievance

Polarisation

e Economic
Hostility/incivility

Political

Digital/media literac
Rapid change gital/ )/

Engagement-focused

algorithms

Why the rise in
mis/disinformation?




HOW DOES
DISINFORMATION

MANIFEST




DISINFORMATION

Level of controversy
Cumulative effects
Politicisation
Engagement and
Communications quality

Impact importance
Cultural heritage and First
Nations Land Rights
Land acquisition and
resettlement

DISINFORMATION &

SOCIAL RISK




Common sparks



HEALTH
AND
WELLBEING

Anti-vaccines:
Measles
&
COVID 19

GENDER
AND
SEXUALITY

Anti-trans
&
targeting
female leaders

CLIMATE &
SUSTAIN-
ABILITY

Climate
Emergency

FIRST
NATIONS,
MIGRANTS,
CULTURE &
RELIGION

The Voice
Referendum
&
Southportriots

URBAN
PLANNING

15 min cities
&
Smart cities

&
Infrastructure




DISINFORMATION

LIGHTNING RODS

Elections
Policymaking
Current Events — global
and local
Disasters and crises
Major events

Transitions



DEEPFAKES & Al MANIPULATION

A deepfake is a digital photo, video or sound file of a real person that has been edited to
create an extremely realistic but false depiction of them doing or saying something that
they did not actually do or say.




CONSPIRACISM & ASTROTURFING

Astroturfing is the deceptive practice of creating a fake, artificial "grassroots" appearance
of widespread public support for a policy, product, or candidate, usually funded by

corporate or political interests.




T BUILD YOUR

ANTICIPATORY Tm:  FOUNDATIONS

KNOW YOUR
1]||1QL
ENVIRONMENT

PREPARE YOUR
INFRASTRUCTURE

March 26, 2024, Francis Scott Key Bridge, Baltimore
Image credit: Harford County Md Fire & EMS PIO

Francis Scott Key Bridge collapse



https://www.youtube.com/watch?v=O3mRJwmW8L8

ACTIVE

FEMA response to natural disasters

VERIFY INFORMATION
& ACTORS

ENGAGE, INFORM
& SUPPORT

PREVENT
THE SPREAD



https://www.facebook.com/share/v/1Cdkq18gQg/

RECOVERY

Southport riots

RESPOND TO INFORMATION
& GRIEVANCES

COLLABORATE &
PROTECT

SUPPORT COMMUNITY
RECOVERY & RESILIENCE



https://www.lse.ac.uk/research/research-for-the-world/society/x-undermined-democracy-uk-riots

Image Credit: Getty Images




Responding






T Institutions
t TRUST l
People Information




HOLISTIC RESPONSE
MODEL

Trijsburg, |. & Costello, P. (2026) Information Manipulation and Harassment of Local
Leaders: Impacts and Implications. Australian Resilient Democracy Research and Data
Network Discussion Paper 16, Australian National University




COMMUNITY
ENGAGEMENT

SEPARATE &
POLARISED
INFORMATION
ECOSYSTEMS

FALSIFIED
SCIENTIFIC

EVIDENCE

THREATS & BAD
HARASSMENT ACTORS &
OUTRAGE INCIVILITY &
ECONOIVIY POOR DEBATE

GROWING
INEQUALITY




WHO NEEDS TO BE ON BOARD?

WHAT DO THEY RESPOND TO?



Trying 1t out

Mapping a
disinformation
narrative






ABC NEWS: "THE BATTERY



https://www.youtube.com/watch?v=F-6dDxEvNtQ
https://www.youtube.com/watch?v=F-6dDxEvNtQ

10
PRINCIPLES

1.Trust is paramount

2.Responses must be non-partisan to
be effective

3.Responses must be ongoing and
constantly building adaptive
capacity and resilience to
disinformation

4.Sharing knowledge and experiences
Is key to improved outcomes



5. Disinformation in cities has individual,
organisational and societal consequences. All
three must be addressed.

6. Don’t try to change beliefs or diminish the
rightful and essential democratic expression of
10 dissent

PRINCIPLES 7.Cities can’t addre.ss dlsmfc?rmatlon N |solat|0|7.
Responses must integrate into a broader multi-
sectoral and multi-level response system.

8. Cities need ongoing access to real time, rapidly
deployed guidance




10
PRINCIPLES

O.Cities must be able to innovate and
experiment... this may require courage in
low trust, volatile environments.

10.There is no single way to address.
Efforts need to include a combination of
responses and should be continuously
evolved to meet the context.



BUILD

YOUR
TOOLKIT




BUILD

YOUR
TOOLKIT




WHAT ARE YOUR RISK AREAS?

External: Faultlines and social risks

External: Information use and literacy

External: Trust profile

Internal: Systems vulnerabilities

Internal: Information use, points of connection and literacy

WHO ARE YOUR PARTNERS?
Knowledge
Capacities
Connections and Legitimacy

HOW WILL YOU WORK WITH THEM?
Anticipatory
Active
Recovery

WHAT DO YOU NEED TO MAKE THIS HAPPEN?

Structural and relational
Skills and resources

BRINGING IT
TOGETHER:
YOUR

RESPONSE
FRAMEWORK




Your Response
Framework
Mapping your

disinformation
response landscape



We value your
feedback
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